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Background

- Robustness:
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TAPS (this work)

- Combine IBP and PGD gradients to allow for joint
training.

. Certified Training: L(x, y,€) := In[1 + Z exp (514)]
i7y
* Interval Bound Propagation (IBP): use interval arithmetic,

e.g., la,b]l+ [c,d] =[a+c,b+ d]

« Over-approximation of IBP and under-
approximations of PGD partially cancel out.
 Improve both certified and standard accuracies.

Connecting Adversarial Examples with Bounds LOR. g3 o5
051 N2 0z

dL 0Z; , - . . ,
- General form: — = Z Our design: " =2 F—dE—r) 7

de 2 Coordinate 2

. _ 0Z; i~ X
» Dimension mdependence — =max|0,1 —! _ TAPS Accuracy [7%] , Natural Accuracy (%)
dL  dL 0z, 0z, (— )
- —I C\ < _—Zi
dZ. dﬁl 0z. . :
—1 — - ¢ = 0.5 = smooth and unique connection
O 025 05 075 1 0 025 05 075 1
Input x Embedding Space Output
i | r z Box relaxation
0 5
IBP I PGD R o /
o ,(: ”’/’,l/”’ ﬁ[lﬁ\;[)f;
X - - - - _—— - - -
x > B > = Z1 > Jo - \.‘*{\ Exact propagation
| ] : dO g dOco- . : |
N ~ > - Z9 . L —
dL dL dL dL : \Z
: dz’ dz Az’ Jdz!'
............. GradlentCOnnector Grrrrsssssssnasnnannnnnnnnnnnnn" TrammgLOSSE

PGD: Multi-estimator (ours) vs Single-estimator (original)
L5M9®(x,y,€) = max In[1+ ) exp (fc(z) e )
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» Single-estimator PGD could ignore 02A £
adversarial examples even in optimal L1Aps
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- Multi-estimator explicitly regularize J \ # ReLU in Single Mulu
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T Training encounters mode collapse. Last epoch performance
reported.

More Precise Bounds

IBP = over-approximation

PGD = under-approximation
SABR = better but large variance
TAPS = precise and concentrated

Orthogonal to
Propagation Region

IBP = SABR
TAPS = STAPS
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Ablation Study
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# Attack Steps . . Stable with regards to
Certified Natural Certified Natural 2attack strength
1 93.36 98.22 03.47 98.22 > Even single-step can get
5 93.15 9790 93,55 9790  good results
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SOTA - Empirical Results
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